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During the last 12 months, Critical Infrastructure (CI) or 
Critical National Infrastructure (CNI) around the world (and 
just recently, the Port of Nagoya, the largest and busiest port 

critical cyber-attacks by cyber-criminals, causing operational 

that are essential to society as a whole and the economic 

Healthcare and public hospitals, transportation, education, 

(all can be due to a cyber-attack), earthquakes, etc, and include 

such a programme does not take cyber risk management into its 

On another note, disruption of CI can be considered a 

cyber risks and establish the necessary and crucial security 

following will be needed:
Public awareness of digital risks and the importance of 

cybersecurity in the connected world
Political commitment with actionable attributes in formalising 

assessment

laws and guidelines in designing, planning, implementing, 

Competent human resources in the management and 
operations of CI

cybersecurity awareness, aiding in business policies, strategies, 

take this risk seriously and act quickly before it can cause harm 
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