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Regional Governments
must take cybersecurity

Risks due to cyber-attacks
are not very well understood

in many sectors, especially \
sectors that are not very heavily
regulated by digital standards,

laws and regulations. .

In the last two years, digital structures and serv

ibbean and Latin Ameri
affected by damaging and targeted cyber-attacks from well-
funded and established cybercriminal gangs. These major

lobally, taking on well-known

names known to many that have been attacked or through threat
intelligence as Conti, ALPHV (BlackCat), LockBit 2.0, and
BlackByt, etc., and recently Rhysida - which has tremendously
affected Martinique since May 16, 20
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There are many factors (global political affiliations and

agreement due to global issues, the country’s reputation,

financial well-being, etc) driving cyber-warfare atmospheres

from these cybercriminal gangs. In essence, ineffective and
uring to the curren

global cyber-warfa them at high-level

to cyber-attacks from these extortionist cyber-criminal gangs. In

fact, alluding to the World Economic Forum 2023 Global Risks

Report, ¢ one of the top ten risks to businesses

gov s and people. In addition, it could be the number one

ranking risk due to under-reporting and careful and meaningful

compliance, legal
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in many sectors, especially sectors that are not v cavily
regulated by digital standards, laws and regulations. Cyber-
attacks are causing too many governments and government
structures and services to go offline for long periods, due to

and operations,
s” operating points - nullifying
i until it
sence and
can take a very long time. In fact,
it is a very tedious process and with limited resources and tools,
extended times are expected.
The effects of cyber-attas n last for man s (the aim
of many cybercriminal gangs) as highlighted by the recently
concluded CariSec Global Cyber: Event 2023 Virtual
Conference: Reducing Cyber Risks through Cyber Resilience
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ber resilience for government business continuity programmes.
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Undertake a comprehensive cybersecurity and IT/OT risk
nent and compliance programme to understand the current
k posture and the gaps to be addressed.
nge of Managed Security — Penetration
Testing, Securit Management, Managed Detection
and Response, Email Security, Data Risk Management, to name
a few.

Implement certified security rammes to increas
competent security resources in the management of government
assets and cr tructures. Such programmes will a
the implementation and operations of standards like the NIS
ISO throughout governing, people, process, and techno
systems.

anding of the

ybersecuri

lience programmes again

s, while working in close partner:
management for business continui

Edward MILLINGTON, (BSc, CISSP, ISSA, MCIIS,
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CariSec Global Inc., a Caribbean (Barbados) based company
and a Lead Security Consultant focused on providing
Security & ICT Governance and Services to organisations
operating in several sectors.



